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Abstract: The use of radio frequency identification (RFID) tags may cause privacy violation of users carrying an RFID tag. Due
to the unique identification number of the RFID tag, the possible privacy threats are information leakage of a tag, traceability of the
consumer, denial of service attack, replay attack and impersonation of a tag, etc. There are a number of challenges in providing privacy
and security in the RFID tag due to the limited computation, storage and communication ability of low-cost RFID tags. Many research
works have already been conducted using hash functions and pseudorandom numbers. As the same random number can recur many
times, the adversary can use the response derived from the same random number for replay attack and it can cause a break in location
privacy. This paper proposes an RFID authentication protocol using a static identifier, a monotonically increasing timestamp, a tag
side random number and a hash function to protect the RFID system from adversary attacks. The proposed protocol also indicates
that it requires less storage and computation than previous existing RFID authentication protocols but offers a larger range of security

protection. A simulation is also conducted to verify some of the privacy and security properties of the proposed protocol.
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1 Introduction

Radio frequency identification (RFID) is going to be a
part of our everyday life in near future. RFID tags are
used in many applications such as in supply-chain manage-
ment, logistics, waste management, automation of automo-
biles, animal tracking, healthcare industry and highway toll
collection, ete.!! Many large organizations like Wal-Mart,
Procter and Gamble, and the United States Department of
Defence are deploying RFID systems for proper control and
management of their supply chains®. Due to the dropping
cost and the improvement in the standardization of RFID
tags it is emerging as the successors of optical barcodes in
many places. RFID tags have some advantages over optical
barcodes that make it more suitable in automation. A bar-
code indicates the type of the object on which it is printed
but the RFID tag gives a unique serial number that distin-
guishes the object uniquely from many millions of similar
types of products. Another advantage of an RFID tag is
that it does not requires line-of-sight contact with the read-
ers as in optical barcodes.

RFID is a technology to identify objects or people auto-
matically. An RFID tag is standardized as an electronic
product code (EPC) tag by the organization EPCglobal
Inc.”l An RFID system consists of three components: tag,
reader, and back-end databasel®4. A typical RFID sys-
tem is shown in Fig.1. An RFID tag is a small and ex-
tremely low-priced device consisting of a microchip with
limited functionality and data storage and antenna for wire-
less communication with the readers. It transmits data in
the air in response to the interrogation by an RFID reader.
RFID tags can be passive or active depending on the pow-
ering technique[5]. In general, passive tags are inexpensive.
They have no on-board power; they get power from the
signal of the interrogating reader?. Active tags contain
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batteries to power their transmission. Active tags can initi-
ate communications and have read ranges of 100 m or more.
Active tags are expensive and physically larger and hence
not suitable for many applications. RFID readers are de-
vices used to read or write data from or to RFID tags. A
back-end database has information about the tags.
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Fig.1 A typical RFID System

Each RFID tag contains a unique identifier to serve as
object identity so that this identity can be used as a link to
relate information about the corresponding object. Due to
this unique serial number in an RFID tag it is possible to
track the tag uniquely and the information in it is vulnera-
ble to an adversary. Products labelled with RFID tags con-
tain unique identifiers. It allows tracking of persons through
the tags they carry without their knowledgem. Moreover,
implementation of conventional cryptography is not possi-
ble in a low-cost RFID tag due to its limited processing
capability and memory limitations(®. The major privacy
and security issues in a RFID system to be investigated in
this paper are as follows:

Information leakage: In a typical RFID system, a tag
has a unique identifier that is transmitted to the reader. So
it can be easily identified with this unique serial number.
Due to this unique serial number, the information in it is
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vulnerable to an adversary. For the protection from infor-
mation leakage, an RFID system needs to provide privacy
control so that unauthorized readers cannot access the tags.

Location privacy: If any value can be related or linked
to a tag then it is possible to track the tag. If a tag transmits
any fixed response to a reader, an adversary may try to
distinguish it from other response. If an adversary can do
it, he can find the location of the user.

Impersonation and replay attack: The communi-
cation between the tag and the reader is insecure. If an
adversary can collect the information during communica-
tion from the tag and the reader they can impersonate the
tag to explore more information. An adversary can use this
information and perform replay attack in the future.

Message interception or denial of service (DoS):
An adversary may try to block or prevent authentication be-
tween a valid reader and tags. If the adversary can success-
fully block the transmission, this can cause the server and
the tag to lose synchronization. The RFID system should
be able to handle this to keep the synchronization of the
tag and the reader.

Backward and forward traceability: If the internal
state of the tag is known then it can help to identify the
tag interactions of past and future communications.

Many researchers have proposed efficient protocols for
RFID systems authentication. These protocols can be clas-
sified into two categories. First is the hash function based
security protocolst® 7~1% Second is the lightweight XOR
based security protocols!*6—24],

The hash function h is defined as y = h(z), where h(x)
is a cryptographic one-way function. Ideally, besides the
function being difficult to invert, the output y should not
reveal any substantial information on its pre-image = (2],
Hash function based protocols mostly use random numbers
to make the response anonymous. To make the response
more anonymous and reliable two random numbers are used
in many protocols. One is from the reader side and the other
is from the tag side.

Lightweight encryption protocols require an XOR based
binary operation for authentication. In most of the XOR
based protocols, it requires many rounds to authenticate
each other.

Some researchers have proposed hash-based privacy
and security protocols for RFID systems using varying
identifiers® 716 These are secured from most of the at-
tacks. Due to varying identifiers, they include the recovery
from desynchronization due to incomplete authentication
process. However, due to the hash function of the constant
identifier during this period it gives a fixed value. If one au-
thentication process is unsuccessful, an adversary can use
the response later in the subsequent phases to break the se-
curity. In this case, the adversary can use the response
for impersonation and replay attack and also can break
the location privacy. Many current available hash based
protocols[s_m] used static identifiers and secret values to
ensure privacy and security.

To address the above issues, this paper proposes an ef-
ficient and secure authentication protocol (ESAP) based
on the challenge-response method using a one-way hash
function, a static identifier, a random number and a times-
tamp in the RFID systems. The objective of this protocol

is to overcome the privacy and security problems of the
existing protocols with less storage and computations. In
this protocol, a monotonically increasing timestamp ensures
anonymity of the response. The purpose of the hash func-
tion is to give a one-way hash result so that an adversary
cannot figure out the input from the output. The pur-
pose of the random number is also to make the response
anonymous. The monotonically increasing timestamp en-
sures unique combination of the hash input that makes the
function output more anonymous. This protocol protects
the privacy and security of RFID systems of the issues out-
lined above.

The paper is organized as follows. Section 2 reviews the
related works. In Section 3, a new protocol is proposed. In
Section 4, the privacy, security and efficiency of the protocol
are evaluated. In Section 5, the simulation results and eval-
uations are presented. The Section 6 shows the application
of the proposed protocol. Finally, in Section 7 conclusions
are given.

2 Related works

There are varieties of RFID authentication protocols for
the privacy and security of the RFID systems. Some pro-
tocols work with a varying identifier and some works with
a static identifier.

2.1 Protocols with varied identifiers

To protect the RFID tags and the reader in an efficient
and effective way varying identifiers are used in many au-
thentication protocols[4’7’11714’ 16,171 This paper focuses
on two protocols using varying identifiers and secret num-
bers for the authentication and is outlined as follows.

Henrici and Muuer!” proposed a scheme which is called
the hash-based identifier variation scheme (HIDV). The no-
tations used in this protocol are shown in Table 1.

Table 1 Notations used in HIDV

Notations Descriptions
DB — 1D Database-identifier
ID Current ID
HID Hash of ID acting as a primary index of the table
TID Transaction number
LST Last successful transaction number
ATID =TID — LST
AE Associated DB entry
DATA A reference to tag data / user data
RND A random number

The operations of the HIDV protocol are shown in Fig. 2. It
uses a one-way hash function h to protect location privacy
by changing the ID after each session. However, if any au-
thentication session is unsuccessful it replies with the same
hashed ID again for which it opens up the vulnerability for
tracking and location privacy[ll]. In addition, this scheme
is not secure against impersonation attack'".

Lee et al.l proposed a low-cost authentication protocol
(LCAP) shown in Fig. 3 which simplifies and enhances the
HIDV scheme in both efficiency and security. The notations
and symbols used in LCAP operation are as follows:
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Fig.2 The HIDV message exchangelS!

h: {0, 1}* — {0, 1}! is a one-way hash function. hg is
the right half and Ay is the left half of h. A hash function
is infeasible to invert and the output hides the information
of the input!™ 19l

ID: ID denotes identity of a tag and is a random value
in {0, 1}".

r: A random number in {0,1}'.

HalD: The HalD value is the hash value of ID used for
identifying or addressing the tag.

TD: The TD-entry is used to trace previous data infor-
mation of a tag when loss of message occurs in the current
session.

DATA: DATA stores the information about an accessible
tag.

Data fields of a tag and a reader are initialized to the
following values:

Tag: The data field of a tag is initialized to its own ID.

Reader: A reader picks uniformly a random number 7.

Database: The data fields of a back-end database are
initialized to HalD, ID, TD and DATA.

The back-end database maintains two rows; Prev for the
previous session and Curr for the current session. Each row
contains HalD, ID, TD, and DATA fields.

The operations of the LCAP protocol are shown in Fig. 3.

Database Reader Tag
Crrr Query . r Hally || 1D
HalDI| ID|| TD|DATA
Prev ”
Hall|| 1D|| TD||DATA =
I (1D)|r) is
Verify h(IDI|r) in £ S left half of
ferify B, (fD|r) in Prev W D=k 1), I
. HalD=h{{i3), BIDIr)
w10 |r) I (1D |r)
+ +
hyl1D||r) is right half of
hlD||ry g ID}|r) I1D[r) B
Update in Curr —* ————| Verify
D=ID & r DI
Hal D=1 {0} ID=ID&r

Fig.3 The LCAP protocolll

The steps in LCAP are as follows:

1) A reader selects a random number r and sends a Query
and r to the tag.

2) The tag computes HalD = h(ID) and h(ID||r) using
r and its ID and sends hr(ID||r) and HalD to the reader,
where hr(ID||r) is the left half of h(ID||r).

3) The reader sends hr (ID||r), r, and HalD to the back-
end database.

4) The back-end database then compares if the value of
HalD in Prev is same as the value of HalD received from
the reader. If successful, then the back-end database com-
putes hr(ID||r) using r received from the reader and ID in
Prev, where hr(ID||r) is a right half of h(ID]|r). For the
next session, the back-end database computes and stores
HalD=h(ID®r)and ID =ID®r in Curr. T D-field of
Prev is filled with current HaID = h(ID @ ). Finally the
back-end database sends hr(ID||r) to the reader.

5) The reader forwards hr(ID||r) to the tag.

6) The tag checks hr(ID||r). If it matches with the com-
puted right part of h(ID||r) , the tag updates its ID to
ID $r.

It also has the similar problem as in HIDV that is a tag
always replies with the same hashed ID before the next suc-
cessful authentication which allows tag tracking and breaks
the location privacy of the tag[ll].

2.2 Protocols with static identifiers

The protocols use static identifiers to protect privacy and
security so that they can work better in ubiquitous com-
puting environment® ', Molnar and Wagner[s] proposed
a private authentication scheme for a library RFID sys-
tem. It uses a pseudorandom number and a shared secret
key by the tag and the reader for efficient authentication.
This scheme does not ensure forward security since the tag’s
identifier and the secret key is static and the random num-
ber forwarded is in plain text which can be captured by an
adversary.

Rhee et al.l] proposed a challenge-response based RFID
authentication protocol (CRAP) which was designed for use
in ubiquitous computing. However, this scheme requires to
compute (N/2 + 1) hash functions which is impractical for
a large number of tags in ubiquitous computing.

Choi et al.l'% proposed a one-way hash based low-cost
authentication protocol (OHLCAP), which is suitable for
ubiquitous environment. Now, the OHLCAP protocol will
be outlined in details since it is the most important work
in this area. Notations used in this protocol are shown in
Table 2.

Table 2 Notations used in OHLCAP

Notations Descriptions
h A one-way hash function, h : {0, 1}* — {0, 1}’
l The length of an identifier
r Random number in {0, 1}
1D Tag identifier
GI Group index
GI; i-th group index
K Secret in all tags
S Tag secret
BL Left half of the message B
BR Right half of the message B
c Counter
D XOR operator

I Concatenation operator

The OHLCAP protocol is shown in Fig.4. It has the
following steps.

Step 1. A reader selects a random value r and sends a
query with r to a tag.

Step 2. The tag checks whether the random value r is
all zero value or not.
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1) If r value is all zero, the tag sends “stop” message to
the reader and stop the protocol.

2) Otherwise, the tag performs the following

The tag computes A' = K ®c, A2 =ID+ (GL, ®r &
c)mod(2' — 1), B = h(ID||(S® GL)||(r ®c)) and sends A,
A? and Bpg to the reader, where Bp is a right half of B.

Then, the tag increases the counter ¢ which should not
exceed 2! —1.

If the counter ¢ exceeds 2 — 1, it is initialized by initial
c.

Step 3. After receiving from the tag,
1) The reader forwards A', A%, Br and r to the back-end
database.

2) The back-end database computes ¢ = A' @ K and
ID) = A*> — (GI; @ r ® ¢’) mod (2" — 1) using all group
indices GI; , 5 € {1,---,n}.

3) The Back-end database checks if one of computed
IDjicqi,... ny) is matching to one of the stored IDs in the
back-end database. If this process succeeds, the back-end
database checks if the GI; used to compute equals to the
group index GI; that contains the matching ID7.

If this is successful, the back-end database computes
h(ID||(S®GI;)||(r ® ¢)) using the matched ID.

Otherwise, the back-end database stops this process.

4) Then, the back-end database authenticates the tag by
matching the received value Bpg.

5) The back-end database sends By, to the reader, where
By, is a left half of B. The reader forwards By, to the tag.

Step 4. The tag authenticates the reader by comparing
the received value Br,.

Database Reader Tag
”'}'(,;.;;X'. 5 D, GlLe K S
e=K B4 Query,r | A'=K @ ¢, A'=ID+
Compute [Ds for all Gis o (GI®r @ e) mod (2-1),
Find {2 and check Gf B=H{ID|[(5& GI,) (r & )
Compute 8 B=8,|1B,
Check 8, A A Byr ALALB,

R am— -—

B, B,
> P Check B,

Fig.4 The OHLCAP protocol!*?]

OHLCAP is a novel approach in ubiquitous environ-
ment that uses one-way hash function for privacy and se-
curity. However, Ha et al.'® found its security weakness
and proposed an enhanced OHLCAP (EOHLCAP) scheme.
The authors pointed out that this protocol is vulnerable
to traceability attack and impersonation attack because
of its special property, namely, c;+1 = ¢;+1. The adver-
sary eavesdrops the messages transmitted between the tag
and reader and obtains the successive Aére and Al,, where
Ale = K ® ¢y, Ay = K @ cip1. Afterwards, it computes
A= AL ® ALy = ¢ @ cit1 = ¢;i® (c;+1) and removes the
secret key K in this equation. In this way, the adversary
can trace the tag’s holder. Similarly, the adversary can im-
plement impersonation attack by selecting a special random
number r. To overcome the security weakness, Ha et al.l1%]
added a pseudo random number generator (PRNG) to gen-
erate a random number and removes the counter in the tag
to prevent traceability attack.
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Tsudik!®® described an RFID identification protocol
T1 that provides a basic level of tag identification us-
ing time-stamps. Tsudik also proposed two further
schemes T2 and T3 (known as YA_TRAP¥*) to provide tag
authentication®”. The schemes use monotonically increas-
ing time-stamps for tracking-resistant tag authentication,
and employ a keyed hash function f. The T1 and T2
schemes are susceptible to DoS attacks. The DoS vulnera-
bility of the T1 and T2 schemes is overcome in T3 scheme
by using a hash-chain to generate a so-called epoch token,
which allows a tag to establish that a time-stamp is not too
far into the future®™.

It is an important research consideration to develop a
privacy and security protocol for the RFID system that
addresses these privacy and security issues and overcomes
these problems with the limited storage and computational
capacity of an RFID tag. The next section presents the pro-
posed efficient and secure authentication protocol (ESAP)
to overcome the present privacy and security problems.

3 The proposed efficient and secure au-
thentication protocol

In this section, a new protocol (ESAP) is proposed. This
is based on the challenge-response method using a static
identifier and a one-way randomized hash function for the
RFID systems. This protocol uses a monotonically increas-
ing timestamp to make the response more unidentifiable
and anonymous. This timestamp with the random number
from the reader side make the response unpredictable and
secure.

3.1 Notations

The notations used in this protocol are shown in Table 3.

Table 3 Notations used in proposed ESAP

Notations Descriptions
h A one-way hash function, h : {0,1}* — {0,1}'
l The length of an identifier
1 Random number in {0, 1}
ID Tag identifier
X Shared secret value stored in all tags
IDX ID® X ; it is the search index of the records
T, Time stamp generated by the reader
T Last timestamp stored in a tag
ft Tag response
fr Reader response
D XOR operator
I Concatenation operator
— Assignment operator

3.2 System set-up

The system set-up for the tag, reader and database is
given as follows:
Tag: Each tag contains the following fields:
ID: Tag identifier.
X: Shared secret value.
T: Last timestamp.
Reader: Reader does not contain any fields.
Back-end database: Back-end database contains the
following fields:
IDX: ID®X; search index.
I1D: Tag identifier.
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3.3 ESAP operations

When a tag enters into the range of the reader, this can
initiate the authentication protocol. The protocol is shown
in Fig. 5.

Database Reader Tag
IDXID DX T

B ifT,<T,

Generate r

fe—=IDB XD hX||n|T,
SuTn fon

IDN—f[ @I X |[r||T, ) |g

lookup /DX in database|

if JDX is found

Pick X and ID

compute f]

If f=5

Verify the tag

S=hID)| X || n|IT) £ e

» P S B ID)| X || T

If fi=fy then T, —T,

Verify the reader

Fig.5 The proposed ESAP protocol

The steps in the authentication protocol are as follows:

Step 1. Reader: The reader generates a time stamp 7T
and sends a query with the timestamp to the tag.

Step 2. Tag: If Ty < T, then

The tag generates a random number r;.

The tag computes fi < ID ® X @ h(X||r1||T7).

It sends the value of r; and f; to the reader. The reader
then sends 71, 75 and f: to the back-end database.

Step 3. Database: The back-end database then can find
X and computes h(X||r1||T>) and then it finds IDX «—
Je & h(X ||| T7).

Lookup IDX, ID in the database.

Compute f; — ID ® X ® h(X||r1||T).

If f; = f{ match, then authenticate the tag.

Compute fr «— h(ID||X||r1||T7).

Finally, the back-end database sends frr to the reader.

frr is the right half part of the f,.

Step 4. Reader: The reader forwards f,r to the tag.

Step 5. Tag: The tag also computes f, and checks f,r.
If it matches with the response f.r received from the tag,
it authenticates the reader and updates Ty < T;-.

Next, we discuss how the protocol works. In this proto-
col, the reader starts authentication by generating a new
timestamp 7, and sends it to the tag. If the timestamp
is Tt < T, then the tag generates a random number 7y
to make the authentication process reliable. The tag then
computes the response f; < ID @& X @ h(X]||r1]|7) and
sends f; and 71 to the reader. The reader sends the re-
sponse and the random number 71 to the database. The
reader at first computes h(X||r1||/Tr) and then computes
IDX «— fi®h(X||r1]|T"). If IDX is found in the database,
it picks the X and ID to calculate h(X]||r1||T-). The
database then calculates f; with this values. If it matches
with the f; received from the tag then authenticates the
tag. The database then computes f. «— h(ID||X||r1||Tr)
and sends the right half f.r to the reader. The protocol
uses one monotonically increasing timestamp to keep the
response unidentifiable or anonymous. The tag then com-
putes the f «— h(ID||X||r1||T+). If the right half of this

value matches with the received one then the reader is au-
thenticated. The proposed protocol uses a random num-
ber for the tag side and a timestamp from the reader side.
It makes the response more unpredictable. Moreover, the
monotonically increasing timestamp also makes the input
combination unique and intractable.

4 Analysis of the proposed protocol

To evaluate the proposed protocol privacy, security and
efficiency will be analysed.

4.1 Privacy and security analysis

The privacy and security of the proposed protocol are
analysed against the threats discussed in Section 1.

Information leakage: To be able to obtain any sen-
sitive information from a tag, a protocol must be authen-
ticated. In this protocol, to authenticate the system an
adversary must know ID, X and the hash function to re-
ceive any information from the tags. If the secret X is not
compromised, it is not possible for any information leakage
of ID. The combination of ri, T, and ID makes the re-
sponses so unpredictable that the adversary can only guess
the value or use a brute-force technique with an advantage
of only (1/2'), which is negligible for data length of 96 bits
or more.

Location privacy: The value of f,. and f; cannot be
linked with any particular tag. The protocol ensures loca-
tion privacy by using new values of 1,7} each time. Even
if a malicious reader sends the same timestamp 7. all the
times, a tag transmits the refreshed value using r1, X and
ID.

Impersonation and replay attack: When a tag
reaches within the range of a reader, the reader queries with
a random value to the tag. An adversary may also make
a request to a tag with a timestamp. However, without
knowing the ID, X, the hash function an adversary is un-
able to impersonate. For each session, the tag generates a
new value of f; which is totally indistinguishable and differ-
ent from other session and subsequently the impersonation
and replay attacks are not possible.

Message interception or DoS attack: It is not possi-
ble to detect all the types of DoS attacks. The objective of
the protocol is to take action against the vulnerability of a
DoS attack and the system should not be desynchronized.
The proposed protocol uses a static identifier for the au-
thentication process. If the adversary is able to prevent the
last transmission to the tag from the reader then the tag
will not authenticate the reader in that session. In the next
authentication phase, it will use a new random number to
authenticate and the reader will send a new timestamp and
the process will be continued.

Traceability: An adversary is unable to identify the tag
from its response because each time it gives a different value
which is non traceable from other responses. This scheme
is fully protected from the future forward and backward
traceability. The adversary has no control over 71, and the
combination of 71, T; and hash function and also does not
know the ID and secret X. Consequently, the previous,
present and future interactions are all indistinguishable.
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4.2 Efficiency analysis

Storage, communication and computation cost were con-
sidered for efficiency analysis. Two existing authentication
protocols OHLCAP!Y and YA_TRAP*?7 were compared
with the proposed ESAP authentication protocol. These
protocols were selected for efficiency comparison since all
of them work in ubiquitous environment. OHLCAP and
YA_TRAP* require a larger storage and computations than
an ESAP protocol. OHLCARP is also vulnerable to imper-
sonation attack. The ESAP protocol shows improved per-
formance as shown in Table 4 because it requires less tag
side and database side storage than other protocols.

Table 4 Efficiency analysis

Efficiency criteria OHLCAP YA_TRAP* ESAP

Tag 51 41 3l

Storage Reader — — —
Database 41 51 21

Tag 1h + A 2h 2h

Computation Reader — _ _
Database 1h + e (N/241)h 2h

Tag-to-Reader 2.51 3l 21

Communication Reader-to-tag 0.51 31 0.51

A, e: Operations in a tag and a database respectively except for hash
operation

The storage requirement for the tag and the database are
3l and 21, respectively. The protocol requires less hash func-
tion in both tag and database. YA_TRAP* cannot give pro-
tections from some of the attacks and it requires (N/2+1)
complex functions operations which is costly because the
value of N may be very high and it requires many func-
tion computations that will make the protocol slower!?”).
Table 4 gives an overall comparison of the different proto-
cols compared to the proposed ESAP. Another advantage
of the proposed protocol is that it requires less data to be
communicated from the reader to the tag.

5 Simulation results and evaluation

To validate the proposed protocol ESAP, simulation work
has been conducted. The privacy and security protections
are ensured with the hash functions, timestamp and ran-

dom number. A hash function is a one-way function for
which information leakage is not possible from the hash
response. The simulation is to further verify the protec-
tion for impersonation attack, replay attack and location
privacy. It is assumed that the adversary will capture a
response from the tag or the reader and then subsequently
use this response 10" times to impersonate the tag or the
reader. It checks the responses f: and f, if any of them
recur more than once for one tag during the attacks by an
adversary. If the same response is generated, it can be used
by the adversary for impersonation and replay attack and
the location privacy of the tag may be broken. A simula-
tion program in Turbo C++ compiler is developed. It runs
in a desktop computer of Intel (R) Core 2 Duo. Processor
speed is 2.93 GHz and memory 3.46 GB. The operating sys-
tem was Windows XP professional. The objective of the
simulation program was to check the response for one tag if
the response is anonymous. The output of a hash function
is the same for the same random number and timestamp.
Our objective is to practically ensure unique response for
different inputs of random number and timestamp so that
attacker cannot use any response it collected and attack
later to access the tag or the reader.

The program checks to match a response with subsequent
responses for a set of random number and time stamp. The
number of times the same response generated for the tag re-
sponse f: and the reader response f, is given in Table 5. It
represents the success of the adversary for 10! attempts for
different sizes of secret numbers and data. The simulation
was conducted for 16 bits, 32 bits, 64 bits and 96 bits secret
and data length. In this simulation, there was no match of
the response for 64 bits and 96 bits. For 16 bits and 32 bits,
there were some recurrences of the same response. The rea-
son is that it produced the same response for some other
combination of random number and the timestamp. The
recurrence of the response for 16 bits, 32 bits, 64 bits and
96 bits are shown in the Table 5 for 10! attempts.

This simulation shows that during the attempt with
64 bits and 96 bits data and secret the tag and the reader
produced unique response for a tag ID and the adversary
cannot break the privacy and security of the RFID systems.

Table 5 Attacker’s success table

Experiment Number Number of queries to the Tag

Attacker’s success for different data length

Number of matches

Data length fe 7

-
1 10T 16 1538 360 1538360
2 10t 16 1550 799 1550 799
3 101t 16 1527728 1527728
4 101t 32 20 20
5 101t 32 15 15
6 101t 32 0 0
7 101t 32 0 0
8 101t 32 25 25
9 101t 32 23 23
10 101t 64 0 0
11 101t 64 0 0
12 101t 64 0 0
13 10t 64 0 0
14 10t 64 0 0
15 101t 96 0 0
16 101t 96 0 0
17 101t 96 0 0
18 101t 96 0 0
19 101t 96 0 0
20 101t 96 0 0
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In this simulation the attacker only tries to track the
response in a passive mode. It cannot use the previous
timestamp and the response to attack the tag, since the
tag always checks if the new timestamp is larger than its
stored one. The tag does not modify its timestamp until
an authentication process is successful. This experiment
showed that the protocol is secure for at least 64 bits data
and secrets in 10! attempts. Table 6 shows the evaluation
summary.

In this authentication system it is not possible to perform
an active attack by the adversary to the tag by using the
same timestamp. The reason is that the tag always stores
the last timestamp and it does not allow any authentication
process until it receives a timestamp greater than the pre-
vious one. Due to this monotonically increasing timestamp
impersonation and replay attack is not possible. Another
advantage of this protocol is that the adversary cannot be
successful with arbitrary big fake timestamp since the tag
does not update its timestamp unless a successful authenti-
cation is performed. This prevents the protocol from a DoS
attack.

The summary of the privacy and security properties is
given in Table 7. The privacy and security properties of
ESAP are compared with four other schemes(® 10 11,1527,
The four schemes were chosen because all of these protocols
involved tag authentication. HIDV and LCAP involve se-
cret update process and other two protocols OHLCAP and
YA_TRAP* do not support secret update. ESAP is similar
to OHLCAP and YA_TRAP* since ESAP does not support
secret update and all these protocols support authentication
in ubiquitous environment. Table 7 shows that the pro-
posed protocol provided protections from all the identified
privacy and security threats.

Fig. 6 shows the storage comparison with two other ubig-
uitous RFID privacy and security protocols. Storage re-
quirement in ESAP is less than other protocols. Storage
requirements are presented as [ bits. The HIDV and LCAP
protocols are not included in storage comparison since they
update their ID after each authentication phase.

The simulation test successfully authenticates the tag

and the reader without any privacy and security failure.

6 Applications

This protocol will be suitable for a hospital where the pri-
vacy of the patient is important. In this case, the patient
identification number will be used as an ID for an RFID
tag.

Through the tag ID, the private data of a person can
be tracked®®!. The privacy issue with tagged patient cards
involves the risk of exposing the information, such as trace
of personal location and the information of their personal
health and clinical treatment. Many security threats are
identified in a RFID system that can also be threats in hos-
pitals.

To protect the private data in the hospital environment
the ESAP protocol can be used in the tag, reader and the
database. A hospital database will keep information about
the patient. The information contains personal detail of
the patient. It is also linked with other information re-
lated to the patient like disease, medical history, medicine
and diagnostic information. It will additionally keep secret
number for the tag. In this case any unauthorised user can-
not track a patient or cannot extract any information from
the patient tag. The secure RFID system for patient data
in a hospital environment is depicted in Fig.7. It shows
that the encrypted value f: and f, cannot be extracted by
the unauthorised user as the secret value and ID are not
known. The secret and ID are never transmitted in plain-
text and in an environment like hospitals the information
is fully secure.

The protocol can also be implemented to ensure the pri-
vacy and information security in medicine management.
In this case, the medicine will be identified by ID. Since
medicine information is also private and should be kept con-
fidential the proposed protocol will also be suitable for this
purpose. In this case, also any unauthorised user cannot
track the medicine or cannot extract any information from
the tag used in any medicine.

Table 6 Attacker’s success summary

Attacker’s Success

Number of Queries Data length (16 bits)

Data length (32 bits) Data length (64/96 bits)

ft fr

ft Ir fe Ir

101t >0 >0

>0 >0 0 0

ft: Tag response, f,.: Reader response

Table 7 Privacy and security comparisons

Property HIDV LCAP OHLCAP YA_TRAP* Proposed ESAP
Information privacy Y Y Y Y Y
Location privacy N N Y Y Y
Impersonation N A N Y Y
Replay attack N Y N Y Y
Message interception Y Y Y N Y
Backward traceability N Y N N Y
Forward traceability N Y N N Y

Y: Protected; A: Provided under assumption; N: Not provided
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7 Conclusions

A new efficient and secure authentication protocol ESAP
has been presented in this paper to protect privacy for low-
cost RFID systems. The protocol uses a static identifier
to provide effective privacy and security in a ubiquitous
environment using hash functions, a timestamp and a ran-
dom number. The strength of this protocol is the use of a
monotonically increasing timestamp and a random number
to make the response more unidentifiable. This protocol
uses the search index IDX to search the tag records in the
database. It reduces the tag search time substantially in
the database. The simulation experiment also proved that,
the responses during the experiment were unique for both
the 64 and 96 bits long secret and data length. It is se-
cured from an adversary from all the attacks discussed in
Section 1. Specific privacy and security protections from an
adversary appropriate to simulation experiment were tested
and found to be satisfactory. The privacy and security pro-
tections were also analyzed and the analysis verified that
this protocol is protected from the identified threats. The
proposed scheme requires only two one-way hash functions
making it highly efficient. The storage requirements for the
tag and database are also cost efficient. The comparison
outlined in the analysis and experiment result shows that
the proposed protocol is secure and efficient in compared to
the other protocols. It has practical advantages over these
protocols because it is simple and provides a larger range of
privacy and security protections. This protocol will be suit-
able in the RFID systems of healthcare system, shopping
mall and automation in manufacturing industry, etc. How-
ever this protocol is suitable for a system where the tags

are in one group and are not much distributed. In future,
authentication protocol for multiple groups of tags will be
considered.
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